Registering your Android in Mobilelron

Your first step to register your Android device in Mobilelron is to obtain a PIN from the user
portal.

1. From a desktop computer, access the portal at https://mdmcore.iot.in.gov/mifs/user
and sign in with your State email address and password. You may also access this portal
using the mobile browser on your device.

@ Mobilelron

Username

[ ]

Password

SIGN IN WITH PASSWORD
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2. Click on Request Registration PIN

Your organization requires you to have a valid
PIN to register a device.

Request Registration PIN

On your mobile device, visit
https://mdmcore.iot.in.gov/go
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3. Fillin the device details including Platform, Phone Number, Operator and Device
Ownership. Make changes to any of the other fields as necessary. Click Request PIN

Request Registration PIN

Provide information about your device to receive a SMS message with the registration instructions. You will also receive a registration email in your company email
inbox.

Platform
I Android v

Device Language

English v

My device has no phone number

Country
United States v

Phone Number (No space or leading zero)
+1 | 3174309750

Operator

I Verizon| v

Device ownership @ Company () Employee

Notify User By SMS

Cancel Request PIN

4. Make note of the PIN. You’ll need it for the next portion of the procedure

Confirmation

Your PIN was successfully generated.

Registration PIN: 847063 (valid for 5 days)
Username: jstipe-test@iot.IN.gov

Copy your registration PIN and Username.

On your mobile browser, visit https://mdmcore.iot.in.gov/go to register your device.

In addition, jstipe-test@iot.IN.gov will receive an email containing registration instructions. If you selected the 'Notify User By SMS' option, then an SMS message with the
registration link will be sent to 3174399750.
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Download and install the Mobilelron app from the Google Play Store. Access Google Play Store,
search the store for Mobilelron or Mobile@Work. Click Install. When the installation is
complete, click OPEN. You may also close the Play Store and open the app from the home
screen. The images below may be different from those on your specific device.
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Mobile@Work helps you work anywhere, securely

and easily. What's new

Last updated Sep 27,2018
Read more

In version 10.1.0.0:
« Support for SafetyNet Attestation
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5. Type your State email address into the Email field and then click Next

\

Get Ready for Work
with Mobilelron

To configure and secure your device, enter
your company email

CCOMPANY EMAIL

Or register with server URL
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6. Click OK
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Mobile@Work requires access to
information about your device,
such as its IMEl and phone number,
which will be shared with your IT
administrator.

On the following screen(s), you
will be asked to grant permission
for Mobile@Work to gather this
information. The screen(s) may
specify information related to
managing phone calls.

Mobile@Work will not make or
manage phone calls

{. Allow Mobilelron to
make and manage
phone calls?

DENY  ALLOW
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8. Click Continue

L! Secure Mobility

Mobile@Work will not access personal
content such as your personal email
photos or voicemail

Device Details

Your company requires some general
device details to provide secure mobility
services

Remote Security

If your device is lost or stolen, you
and your company can take security
measures to protect your data

Learn More

You can find more details after
registration, under Settings > Your
Privacy

Your Privacy is Important
Don't worry! Your company cannot
access your personal data

CONTINUE &

9. This screen is where you will enter the PIN you obtained in the first half of this
procedure. If you have reached this point without obtaining your PIN, simply access a
browser, obtain your PIN and enter it on this screen, then click Sign In

SIGN IN
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10. The Security Control Alert will clear after your device has communicated with the server
and completed a full check-in. Click Update to proceed with the process
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Device Status (¢}

Security Control Alert O

Your Android device is not in compliance with
security policies and may not access company
resources. Quarantine is enforced by the

Proceed with Setup

Setting Mobile@Wor evice
tep through which
ecure access to your

UPDATE

4 100% @ 10:43 AM

Device Status (¢}

¥ Proceed with Setup

Setting Mobile@Work as a device
administrator is the first step through which
your company provides secure access to your
work data. We need to update a few settings.

On the next screen please activate the device

administrator to begin configuration of the
Mobile@Work app.

CONTINUE
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12. Click Activate on this screen to approve the Phone Administrator

PHONE ADMINISTRATOR

Mobile@Work

Erase all data
i data

Change screen unlock password
Cha pa

ge screen unlos
Set password rules
> reen unloc!
restrictions

Lock the screen

CANCEL ACTIVATE

13. If you are presented with any manufacturer specific activation requests, approve the
requests to continue. The example below is Samsung Knox activation
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KLMS AGENT

Samsung Knox Privacy Notice

Samsung Electronics (“Samsung”) Knox
offers a comprehensive mobile security so-
lution for business and personal use by pro-
viding additional security and protection for
the Android operating system. In addition, it
provides enhanced security for your device
by offering an automatic update service for
its Security Enhanced (SE) for Android. This
automatic update service will continuously
update new security policies to detect and
counteract new malicious code, and other
security risks on your device. You also
understand and agree to the mechanism
that routes network data traffic through a
proxy server or VPN gateway by default.

In order to validate and activate the Knox
solution and to provide the automatic
undate service for SF for Android. Samsuna

@ !have read and agree to all the terms
and conditions above.

CANCEL CONFIRM

Continued on next page



14. Click OK to add a shortcut to Apps@Work to your home screen
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Apps@Work Shortcut

Add shortcut to Home screen?

CANCEL OK

15. If the Security Control Alert remains, click the Refresh icon in the upper right to force
the device the check in. Continue using the refresh button until the alert clears and the
registration process continues
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-~
Device Status

o Security Control Alert ®

Your Android device is not in compliance with
security policies and may not access company
resources. Quarantine is enforced by the
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16. Your device will work through the registration process. Click Continue on the Secure
Apps Manager page to continue
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Device Status C

C

C Secure Apps Manager

Welcome to Secure Apps Manager! It protects
your work data and gives you access to your
email and other work apps.

In the next steps you will be guided to install
these apps

CONTINUE
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Device Status C

SM-G920V
(317) 473-6770
© ACTIVE

Checked in - less than a
minute ago

surrently there are no updates needing
your attention.
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18. Finally, you should have the Mobile@Work and Apps@Work apps on your home screen
and the Secure Apps Manager and Docs@Work, along with your Mail, Calendar,
Contacts, and Tasks apps in the app drawer
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